Cyber Security
Awareness
Information Technology and Systems

Phishing
Phishing attacks - use email or malicious
websites to solicit personal information by posing as
a trustworthy organisation. Phishing emails often tell
a story to trick you into clicking on a link or opening
an attachment. They may say they’ve noticed some
suspicious activity or log-in attempts, claim there’s
a problem with your account or your payment
information, say you must confirm some personal
information or say you’re eligible to register for a
government refund.

The overwhelming amount of news coverage
surrounding COVID-19 has created new dangers –
Phishing attacks and scams looking to take advantage
of the public fear and those who are new to working
remotely. As more staff work from home, and the use of
remote access technology is increasing, it is critical to
remain vigilant about Cyber Security threats. Some
common Cyber threats are highlighted below that
everyone should be aware of.

Tips
Beware of online requests for personal
information. Legitimate agencies or organisations
will not ask for that information. Never respond to
the email with your personal data.
Suspicious Email Address. Cybercriminals often
use an email address that closely resembles one
from a reputable company by altering or omitting
a few characters. Pay attention to the Uniform
Resource Locator (URL) of a website. Look for
URLs that begin with "https"—an indication that
sites are secure—rather than "http.” Look for a
closed padlock icon—a sign your information will
be encrypted.
Phishing emails may have spelling and
grammatical errors and generic greetings like
"Dear Sir/Madam".
Spoofed hyperlinks and websites. If you hover
your cursor over any links in the body of the
email, and the links do not match the text that
appears when hovering over them, the link may
be spoofed.
Do not click on any links in the email.
Do not use contact information provided on a
website or email connected to the request;
instead, check previous statements for contact
information.

Tips
Vishing (Voice-Phishing)
Vishing (voice or VoIP phishing) is an electronic
fraud tactic in which individuals are tricked into
revealing critical financial or personal information to
unauthorized entities. A Vishing attack can be
conducted by voice email, VoIP (voice over IP), or
landline or cellular telephone.

Be aware. Always remember that legitimate
businesses or organisations do not make
unsolicited requests for personal, sensitive, or
financial information. Anyone who does this over
the phone is probably trying to scam.
Stay calm and don’t panic. Since these criminals
frequently play on your emotions, keep a cool
head and hang up the phone. If you still feel
uncertain, wait and then call your bank, credit
card company, or whoever the caller claimed to
be. Then verify whether there is a real problem.
Be skeptical at all times. Even if your Caller ID
gives the name of a bank, charity, or some other
company or organisation, it could be a trick.
Don't give out any information unless you're
certain they are legitimate - you can always call
them back. It is better to be safe than sorry, so
always err on the side of caution.

Tips

Smishing (SMS-Phishing)
Smishing is any kind of phishing that involves a text
message or SMS. Text messages can contain links to
such things as web pages, email addresses or phone
numbers that when clicked may automatically open
a browser window or email message or dial a
number. This integration of email, voice, text
message, and web browser functionality increase
the likelihood that users will fall victim to engineered
malicious activity.

Don't reply to text messages from people you
don’t know. That is the best way to remain safe.
This is especially true when the SMS comes from
a phone number that does not look like a phone
number, such as “5000” phone number. This is a
sign that the text message is actually just an
email sent to a phone.
Don’t click on links you get on your phone unless
you know the person they’re coming from. Even if
you get a text message with a link from a friend,
consider verifying they meant to send the link
before clicking on it.
Never install apps from text messages. Err on
the side of caution. If you have any doubt about
the safety of a text message, don’t even open it.
Do a web search of both the number and the
message content to know if it is a scam.
Block the number if required.

RECOMMENDATIONS FOR PERSONAL DEVICES
Install and maintain anti-virus software,
firewalls and email filters to reduce some of the
Cyber attack traffic on your personal device. Take
advantage of any anti-phishing features offered
by your email client and web browser.
Do not store any credentials in a word document or text
file. Use a password manager software to securely store
passwords for all your online accounts.

Use a strong password for your Wifi/Internet
and your personal devices. Using a passphrase
is one of the simplest ways to ensure that you
have a strong password. A passphrase is
nothing more than a password made up of
multiple words.
Always back-up your most important data.

WHAT TO DO IF YOU THINK YOU HAVE BEEN HACKED?
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Contact IT Support
Personnel
If you believe your computer or device has
been hacked, the sooner you respond the
better. Do not try to fix the problem
yourself. Not only can you cause more
harm than good, but you could also
destroy valuable evidence that
can be used for an investigation. Instead,
report the incident right away by
contacting the IT support personnel at
your Congregation or Presbytery. The
Synod IT Helpdesk may be able to provide
advice if critical.
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Disconnect
If for some reason you cannot contact either, or you are
concerned about a delay, disconnect your computer or
device from the network or internet and then put it in sleep,
suspend, or airplane mode. Even if you are not sure if you
have been hacked, it is far better to report it just in case.

Change Passwords
Immediately change any passwords you might have
revealed. If you used the same password for multiple
resources, make sure to change it for each account, and do
not use that password in the future.

Some further steps if you are comfortable with the
idea of recovering the infected PC on your own and
have a secondary computer.
Shut down your infected computer and remove hard drive.
Connect the hard drive as a secondary non-bootable drive to another computer using a USB
drive caddy. Make sure the other computer has up to date anti-virus and anti-spyware.
Use the other host PC's anti-virus, anti-spyware, and anti-rootkit scanners to ensure
detection and removal of any infection from the file system on your hard drive.
Backup your important files from the previously infected drive.
Now move the drive back to your old PC and completely wipe your old hard drive using a
secure disk erase utility. Reload the Operating system from a trusted media. Download all
updates and patches for your operating system before installing anything else. Reinstall
Anti-Virus, Anti-Spyware, and Other Security Software.
Scan Your Data Backup Disks for Viruses. Finally make a complete backup of your system.

